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BRAZIL

Marco Cepik and Thomas Bruneau

Structural change has been the main feature of the Brazilian intelligence sector since
1995. Over a period of more than ten years, Brazil has developed an extensive intelli-
gence systern composed of at least thirteen different organizations. The most impor-
tant factors determining the main characteristics of this system were on the one hand
the nexious stigma associated with intelligence organizations during the military dic-
tatorship of 1964~1985, and on the other hand the benign view of the outside world
held by Brazilian decision makers and the general public!

The chapter is organized into seven sections. The first section briefly presents
the public perceptions of threat arcund which the Brazilian debate on intelligence
requirements revolves. The next section discusses the nature of the present Brazilian
political regime, as well as some indicators of the current level of the siate’s capabilify
that are relevant for the comprehension of the intelligence activity. In the third sec-
tion we present the current organizational features of the intelligence system in Bra-
zil. The fourth section provides some insight into the oversight and exiernal control
of the system. The next section deals briefly with the impact of 9/11 and the counter-
terrorism issue. In the sixth section we describe some of the external relations main-
tained by the Brazilian intelligence and their rationale. Finally, the chapier closes with
a prefiminary assessment of the current chatlenges faced by this new intelligence
system.

_ Before we start, there are two premises that must be set out. The first premise
supposes the presence of institutionalized intelligence services that are legitimate
and efficacious as a necessary condition for a democratic country to guarantee the
security and safety of its cifizens and to promote its public inferests. In $his sense,
intelligence services are an essential part, along with the military, the police, and dip-
lomats, of the bureaucratic apparatus of any state with minimal intentions of having
autonomy in the international system.

The second premise is related to the inherent tension that exists between the
requisites of security imposed on any country by the anarchic structure of the inter-
rational system (sslf-help and relative gaing) and the minimal procedural criteria of
a political regime, especially in the areas of defense, foreign policy, and provision of
public order. Besides the general democratic conérol problems commonly found in
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various areas of the state’s action characterized by technological and organizational
complexity, in the security sector there are specific tensions that may be surmmed up
in the double dichetomy state security versus individual security, and governmental
secrecy versus the right to information. Obviously, hese two dichotormies are not in-
herent only in developing countries or those countries that have been through au-
thoritarian regimes in the last twenty years, They manifest themselves also in a more
or less intense way in the most powerful, rich, and democratic countries in the world.2

We consider, however, that the double chalienge of legitimacy and agility (effi-

- eiency, efficacy, and effectiveness) related to intelligence services is particularly im-

portant for countries like Brazil. Due to the institutional and behavioral inheritance
received from the dictatorship and the relative frailty of the state apparatus in the
country, the democratic confrol over intelligence services is part of the series of more
general challenges associated with the solution of civil-railitary relations and building
up the state’s capability.

The working hypothesis that guides our work is that although the legitimacy and
the efficiency of intelligence services are two sides of the same coin, in the case of
Brazil the present challenges related to the institutionalization of these services are
more strongly related to efficiency than to legitimacy.

BRAZILS STRATEGIC ENVIRONMENT:
TROUBLE iN PARADISE

Despite the popular belisf that Brazil has no enemies, shared by the overwhelming
majority of politicians, there are in fact challenges or threats that might just require
an effective intelligence system. Government officials such as Congressman Aldo Re-
belo, as head of the Joinf Oversight Committee and later as Congress president
(Speaker of the House), have emphasized all along the threats arising from globaliza-
tion concerning science, technology, and natural resources, especially in the Amazon?

What is new, however, is an increasing concern by some in government and the
inteliigence community regarding international terrorism. Until very recently, all of-
ficial spokesmen, including the previous minister/chief of the Institutional Security
Cabinet, General Alberto Cardoso, stated that there was no terrorist threat to Brazil.*
At an international seminar held in Brasilia in November 2005, sponsored by the Bra-
zilian Intelligence Agency, “International Seminar on Intslligence and Contemporary
Chailenges,” there was no specific attention to the possible threat of international
terrorism.

Eowe'ver,‘ in early December 2006 the title of ancther internatisnal seminar was
“Second International Seminar on State Intelligence, the Media, and Terrorism.” This
new focus on terrorism can be explained by reference to three factors. First, there is
an awareness that infernational ferrorists may attack a foreign target, such as the
i.8. or Israeli embassy, in another country as was the case in Kenya, Tanzania, and
Argentina. Second, based on the experience in Madrid on March 11, 2004, where crim-
ingl elements morphed into terrorists and linked up with al Qaeda, there is concern
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that the same could happen in Brazil. Third, and the main event focusing their atten-
tion, was the imminent hosting by Brazil of the July 2007 Pan American (fames in Rio
de Janeiro. Such g global and public event was perceived as presenting an unparal-
leied opportunity for international terrorists to show their global reach. Everyone was
keenly aware that the crime situasion in Rio de Janeire is precarious, and even “round-
ing up the usual suspects” might not be enough to provide the protection necessary if
international terrorists decided to attack. There was much riding on the success of
the games, for hosting them successfully would put Brazil in a very strong position for
hosting other events such as the soccer World Cup and the Olympic Games.

(enerally speaking, issues related with border control, high homicide rates and
strong organized crime are the main security concerns in today's Brazil. This kind of
threat perception allows for an intelligence system much more inward looking than
those observed in countries with more traditional external military threats.

THE BRAZILIAN POLITICAL REGIME: STRONG
DEMOCRACY AND WEAK STATE

As far as Brazil is concerned, there is a visible consensus in the specialized literature
about the democratic nature of the country’s current political regime. This general
conclusion appears in research projeets using dichotomic classifications which divide
political regimes inte democracies and dictatorships,® as well as in threefold classifi-
cations that include some type of semi-demecracy or semi-authoritarianism as a way
of accommodating partial violations of one or more of the adopted.® By the same
toker, in projects that use continual measurements of democracy instead of reserved
clagsifications, such as the Polity Project of the University of Maryland, or Freedom
House Foundation'’s index, Brazil is evaluated as being strongly demecratic.”

The Brazilian democratic regime has achieved almost twenty years of stability.
Whether one considers the year of transference from a military fo a civilian president
(1985), or the year of the first democratic direct election of the country’s president
under a democratic constitution (1589), the country is now close to that threshold®

Finally, the election and reelection of President Lula (2002 and 2006) and the

- ascension to power at the federal level of the Workers' Party (PT, Partido dos Tra-
halhadores) has been pointed out as a sign of the maturation and consolidation of
Brazilian democracy. No matter how moderate or scandal sensifive the center-leffist
coatition that governs Brazil may be, it has brought about the greatest circulation of
the elites in governing positions since at least the 1860s. Without this kind of social
and generational blow of fresh air represented by the trajectory of the Workers' Party
in Brazil, political regimes tend to suffer from some sort of “sclerotic ingtahility” as-
sociated with the recent regime crises in Argentina, Venezuela, Colombia, ifaly, and
Japan, to mention just a fow®

The ceniral point to be considered here is, according fo Bruneat and Dombroski,
that expectations in relation fo the intelligence services tend to be a lot different if
we are facing a democratic, a semi-democratic, or an authoritarian political regime.
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In this sense, it would be expected that the structural changes in inteiligence in Bra-
zi] should be consistent with the evaluation of the Brazilian political regime as a con-
solidated democracy. In order to appraise that level of consistency we need to con-
sider a couple of additional sets of indicators.

First, in relation to the social and economical fundamentals of democracy, one
should be aware of the present level of inequalities in Brazilian society. With 2 nomi-
nal per capita income of US$2,993 (the average of the years 1899-200%), Brazil is sill
in an intermediate leve! of income. Once this income is adjusted by the parity of buy-
ing power, it is estimated at US$7,600 in 2008, with some improvements in the years
since. Besides, this average income hides the exceedingly high concentration, in
which the richest 10 percent control almost haif of ail the familiar income, with even
bigger inequalities within the decile of the highest income. With a Gini coefficient of
(.59 (1999) and 2 Human Development Index of 0.750 {2001, Brazil represents other
meaningful and persistent racial, sexual, and regional inequalities (the largest part of
the GNP being generated in the southern and southeastern regions), as well as cleav-
ages determined by different degrees of control over crucial resources (land, credit,
communication and information fechnologies, scheols, ste. ).

In relation to attitudinal bases of agents’ behaviors, the data of the public poil
Latinobarometro for 2004 indicates that only 4 percent of those interviewed in Brazil
trust other people. This exceedingly low level of interpersonal confidence is consis-
tent with a decreasing number of people that consistently support democracy as a
government regime (less than 9 percent since 1896). Data in the same survey indicate
that only 28 percent of the Brazilians interviewed are satisfied with democracy, while
oniy 41 percent consider this form of government better than any other (this opinion
reaches 74 percent in the case of Venezuela, and 78 percent in the case of Uruguay).

Taking as valid (at least for now) the thresholds of democratic stability pro-
posed by Aadreas Schendler for three nonbehavioral fundaments of democratic
consolidation,” namely, per capita income above Ti8$8,000, inequalities below (.50
{Gini’s coefficient), and legitimacy above 66 percent (support to the democratic re-
gime), the consolidatior: of the Brazilian democratic regime will demand more than a
lifetime of twenty years without violent institutional breakups.

Actually, such eonsolidation seems to involve also some meaningful institutional
challenges. Using a three-stage picture in the Latin American development process
after 1990, Patrice Franko concludes that even in the casés of a successful result in
the first (“severe stabilization” of macro economical fundaments) and second stages
(“structural transformation” of balances between state/market and internal/exter-
nal), the challenges associated with the third stage (“construction of capabilities”)
would be the most difficult and long-lasting.'* Therefore, we need to consider the in-
stitutional aspects that would be more or less conducive to an agile and legitimate
structuring of the intelligence services, especially civilian-military relations and the
fiscal dimension of the state’s capability.

Standards of civilian-military relations are an important etement for the relation-
ship between intelligence and democracy because in most couniries the military and
the ministry of defense control the largest part of budgetary, human, technological,
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and organizational resources that the state has been able to gather’® According to
Fitch, it is possible to identify-at least two different standards of military profession-
alization in Lasin America (“classic-huntingtonian” and “pro-develepment”), and four
levels of democratic consolidation (military dictatorship, tutelage of the military over
the gavernment, conditional subordination, and democratic control).#

Although there i3 a meaningful controversy about the degree of military sufon-
omy in Brazil after 1990, the majority of researchers agree that civiiian-military rela-
tiong during the first democratic government after the transition {1985-1989) were
characterized by military tutelage, while the 1930-2000 period was characterized by
a slow evolution inte gradually less intense levels of conditional subordination, espe-
cially in the years after the creation of the Ministry of Defense (2000-2005). However,
not even the most optimistic analysts in relation to the case of Brazil," or even in the
cases of Argentina and Uruguay, go so far as to stale that these countries have per-
fectly institutionalized democratic control over the mititary. The main reason for this,
especially in the Brazilian case, is the extreme instifutional frailty of the new Ministry
of Defense vis-i-vis the commands of the three forces, as well as the lack of assertive-
ress of the permanent parliamentary committees and the Brazilian Congress as a
whole in the exercise of its capacities of supervising and establishing priorities, both
political and budgetary. Therefore, the current state of civilian-military relations in
Brazil should be located or an intermediate level between whai Fiteh characterizes
as conditional subordination and a situation more clearly identifiable as “democratic
control.”

~ The nexus between civilian-milifary refations and democratic controt of intelli-
gence services leads us to the discussion of state capabilify. In Latin Ameriea’s pres-
ent centext, budgetary limitations have become more and more dramatic over the last
decade. At the same #ime, there are infernal and external pressures to broaden the
invelvement of the-military and the intelligence services in civic missions, andi-drugs
work, provision of public erder and so many other “operations other than war” (QOTW),
Without an adequate development of doctrines, equipment, and training, this combi-
nation brings back the democratic control agenda in connection with the fwofold
themes of legitimacy and agility.

A state’s capability is the other side of democracy. Without an adequate institu-
-tional capability of rule enforcement and of implementing the decisions made by the
elected representatives, or without the capability to guarantee the fulfillment of rights
and obiigations associated with citizenship, a democratic regime becomes what the
political scientists of the Weimer Republic called once “a suicidal pact.” For this rea-
son, the comparative politics literature has emphasized for more than ten years now
the importance of the study of dilemmas associated with the construction of institu-
tional capabilities and the strengthening of the state.”

in this sense, the Brazilian state’s capabilities are still disproportionately lower
than the degree of demacracy observed in the country, and this is deletericus in the
long run for the security and even for the consolidation of the democratic regime in
the country. In spite of a significant concentration of rescurces in the hands of the
state (tax revenues are around 85 percent of GNP), the capability o invest and run
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the state apparstus is still compromised by the weight of the public debt. Yearly for-
eign trade surpluses and growing primary surplus balances (revenues less expendi-
tures before the payment of financial obligations and titles of the debt) have produced
strong positive effects since 2004, but in general the Brazilian state is still weakened
by the volume and the profile of its public debt and high interest rates.

In military terms, according to Dunnigan, in 2000 Brazil possessed an index of
ground combat capability of 94, an index of total quality of the military of 33 percent,
about 285,000 mex in the military (195,000 in the army), a defense budget of $18 bil-
lion a year, an annual military sxpense of 63 per soldier, 1,700 armored vehicles, 320
combat aircraft dedicated to ground battles, an index of naval combat of 0.6, repre-
senting 0,99 percent of the naval power available in the world, with 24 bastleships and
an index of quality of 65 percent for the naval forces, Within the American continent,
Bragilian war capability was classified in second place, after the United States, fol-
lowed in this order by Canada, Colombia, Mexico, Chile, Argentina, Peru, Venezuela,
Cuba, and all the other countries.®

The Brazilian defense budget is very low (around 1.7 percent of GNP and 2.6
percent of the 2007 federal budget). Besides, the profile of expenditures is even worse,
with 75.5 percent directed to the payment of salaries and (mainly} pensions, 11.3
percent for current expenses, and only 3.8 percent for investiments.® Structural and
attitudinal limitations to the democratic consolidation and the relatively weak state
capability (considering the public debt and defense) are to he considered as the main
Brazilian challenges in the area of intelligence reform,

ORGANIZATION AND CONTROL.: MAKING SENSE OF
BRAZILIAN INTELLIGENCE

The current configuration of infelligence in Brazil was established by law 9,883 of
December 7, 1998, through which the National Congress created the Brazilian Intel-
ligenee Agency (ABIN) and instituted the Brazilian Intelligence Systern (SISBIN).
Legally, ABIN is considered a central agency of the system and has the function of
reguiating the flow of information produced by the institutions linked to it With about
1,800 workers, the agency had about 400 analysts in 2004. This law refiected not only
the weight of a tradition of very generic definitions about the legal mandaie of intel-
ligence agencies in Brazil, but also the possible result of several legislative initiatives
presented by the leftist parties and by the government, internal negotiations in the
executive and pressure from civil society throughout the 1990s.%

In the initial articles of law 9,883, intelligence activity was defined as that which
intends to “obtain, analyze and dissemingte knowledge within and outside the na-
tional territory on facts and situations of immediate or potential influence on govern-
ment actions and decision processes and about the protection and security of society
and the State.” Equally generic, counterintelligence was defined as “the activity which
intends to neutralize adverse intelligence.” The specific content of the priorities and
thematic emphasis of both activities were to be defined by a National Intelligence
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Policy to be established by the president of the Republic after hearing suggestions
from the external control agency in Congress.

Very slowly at the beginning, buf with increasing tempo in the last two years,
there emerged in Brazil an important legal structure regulating intelligence activi-
ties. For a comprehensive view of this legal framewark, it would be necessary to ana-
lyze the federal constitution of 1998 in an integrated way, as well as existing legisla-
tion that defines crimes against the security of the state and individuals, which
regulates instruments combating crime (including telephone tapping), establishes
the policies of information security and government secrecy, establishes the proce-
dures for the control of public administration in general, etc. Obviously, such a legal
analysis is far beyond the possibilities of this text.

It is necessary to highlight, however, the fact that a number of decrees and ad-
ministrative guidelines of the executive (e.g, that which in 2002 regulated the func-
tioning of SISBIN), as well as some specific laws (such as the law defining a career
plan for the inforreation analysts of BIN, approved in 2004) contributed decisively to
specifying the generic contours of the activity in the sphere of federal government.
Even considering that different organizations and/or functions of the Brazilian intel-
ligence system receive more or less attention in regulations, it can be said that today
Brazil has fairly developed legisiation in the areas of intelligence and information
security {see Table & for a list of the main instruments) #

With regard to the most important organizational changes that occurred after
the setting up of ABIN in 1999, it is important to highlight at least four: subordination
of the agency to the Institutional Security Cabinet {GSI) of the president of the Re-
public; the creation of the Mixed Commission for the Control of Intelligence Activity
(CCATL} in Congress; regulation of the participation of the minisiries in the sphere
of SISBIN; the creation of the Defense Intelligence Sub-System (SINDE); and the
creation of the Public Security Intelligence Sub-System {SISP).

[n the case of subordination of ABIN to GSJ, although this is a distortion of the
spirif of the 1999 law {since the director of ABIN is a civilian whose name must be
approved by the Senate and the head minister of GSI is a general named by the presi-
dent of the Republic), the government tried o justify this decision taken during
President Cardoso’s second term by invoking the need fo guard the president from the
daily managerial demands and potential crises resulting from scandals and/or ten-
sions inherent in the relationship between inteiligence and democracy. In practice,
this corresponded with a general increase in responsibilities that GSI acquired over
time because of the trust the president had in General Alberto Cardoso (no relation’.
(SI became the main coordinator of the flow of information from various federal
agencies and crisis management cenrter for internal and external security. Although
ABIN is legally defined as a central agency of the system and plays the role of primus
imter pares, in practice its subordination to the GSI increased the latter’s control of
inteliigence priorities and reduced the agency's anthorify over the other participating
agencies.

The publication of Executive Decree 4,376 in 2002 was an tmportant step in out-
lining the organizational frontiers of SISBIN. As the system had been defined in the
1999 law, it wounld incorporate not orly ministries and agencies of indirect federal
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Tahle 5. Brazilian Federal Intelligence and Related LLaws

Type of Law Number Enact Year Main Focus Comment
Constitution  Art. 5 1988 Freedom of expres- State security relaed
sion and right to excepiions
information
Constitution  Art. 142 1988 Armed Forces roles  Bxternal defense, uphold
and missions the Constitution and,
under request of the
constitutional govern-
raent £o law and order in
the internzl realm
Ordinary Law  7.170 1983 National Security Still in place / passed under
Law military rule. Congress
examines now a Bill (PL
6.764/2002) dealing with
crizaes against the state
and democracy
Ordinary Law ~ 8.028 1980 To terminate the SN was the powerful
Information intelligence and security
National Service service of the Brazilian
(SN military regime
Ordinary Law  8.159 1681 Archives National Main reguiation regarding
Policy access ¢ government
files
Executive 4.553 2002 Information Security classifications and
Decree security clearances
Ordinary Law  9.084 1995 Use of operational Some articles changed by
means (i.e. Law 10.217/2001
technical
survetllance) to
prevent and
repress crime
Ordinary Law 9296 1996 Judieial authoriza- . ABIN is not allowed either
tion in advance to tc ask for such an
telephone authorization or to
interceptions engage in tapping
operations
Ordinary Law  9.883 1999 To establish the Bra-  Missions are defined in
zilian Intelligence fairly general terms
Agency (ABIN} baged upon a broad

and the Brazilian
[ntelligence
Systern (SISBIN)

definition of intetligence
and counter-intelligence

(Continved)
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Tabie 5. (Continued)

Type of Law Number Enact Year Main Focus Comment
Complemen- 87 1699 To estabiish the MD structure and
tary Let Ministry of resocurces were detailed
Defense {(MD) by Decree 4.735/2003
and the Defense and Palicy Directive MD
General Staff 1.037/2003
(EMD)
Executive 8.695 2000 To establish the Ministry of Justice as
Decree Public Security cocrdinator; Decree
Intelligence 3.348/2002 first defined

Sub-System (SISP)  ABIN as SI8P central
agency, but the Ministry
of the Justice was able
to regain the coordina-

‘ tor role for the SISP
Executive 4376 2002 To specify SISBIN's  Define members of the
Decree organization and SISBIN and its
merbership Censulting Council;
complemented by the
Decree 4.872/2008
Pelicy 295 2002 To establish the Strategic Intelligence
Directive ‘ Defense Intelli- Department (DIE) of
Ministry of i gence System the MoD as the central
Defense (SINDE} organ
Ordinary Law  10.862 2004 ABIN's Special Defines the Information
‘ Career Plan Analyst career, from
entry until retirernant,
through fraining,
progression and ethos &
ethics requirements
National 08 2000 Joint Commission for  CCAI has been established
+ Congress' the Intelligence since 2000; as for August
Resolution Activities Control 2004, the Brazilian
Bill {CCAL} Congress has not

approved the Comanis-
sion’s internal rules

administration, but also state and municipal organizations and even private compa-
nies ard entities from civil society. These procedures have beer reiterated by the text
of the decree, and some organizational stability has been obtained by establishing in
each ministry a person responsible for interaction with SISBIN. This better organiza-
tional outline was reinforced further by defining the Advisory Committee in terms of
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Figure 2. Brazilian Intelligence System (2004).

an even rore limited number of ministries represented by analytical and/or opera-
tional units relevant for each area of intelligence.

In 2006, SISBIN was made up of GS1, ABIN, the Ministry of Defense, the Ministry
of Foreign Relations, the Presidential Adviser's Office (Casa Civil, the agency respon-
sible for managing the Amagon Protection System), the Ministry of Justice, the Min-
istry of Regional Integration, the Ministry of Science and Technology, the Ministry of
the Envirenment, the Ministry of Health, the Ministry of Social Welfare, as well as the
Ministry of Labor (see Figure 2).

At least two ministries participate in SISBIN through three intelligence units or
more {Justice and Defense), whereas the Ministry of Finance participates through
both the Office of the Tax Revenue and the Intelligencé Unit of the Central Bank.
Together with GSI and ABIN, these two ministries, along with the Ministry of Foreign
Relations and the Presidential Advisor’s Office (Casa Civil}, make up the Advisory
Council of SISBIN.

OVERSIGHT AND ACCOUNTABILITY:
PRESENT, BUT FEEBLE

The second relevant structural development since 1399 has been the setting up of
the Mixed Commission of Control of Intelligence Activities (CCAI) in the National
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Congress, which occurred in November 2000, When it was originally conceived, it was
called the Agency for Control and External Inspection of the National Intelligence
Policy {OCFEPNI}, of Law 9,883 December 7, 1999, The setting up of the Mixed Com-
mission would oceur only a vear after it had been determirned. After eleven meetings
through July 2004, the CCAI has faced erormous difficulties in carrying out its control
functions.

These difficulties result in part from the very institutional design of the agency,
presided over each year in turn by the president of the Commission of Foreign Rela-
tions and National Defense of the Senate and of House of Representatives. But this is
als0 the result of a lack of technical resources and personnel, a3 shown in the fact that
the only employes of the Senate who specialized on the theme and decisively contrib-
uted to the existence of the CCAI has to support the work of several commissions and
different tasks of the heads of the Senate. Presided over by parliamentary members of
a center-leff coalition befween 2000 and 2008, the CCAI carried out important joint
mitiatives with agencies of the executive, such as a first seminar on the issue, trans-
mitted by the Senate TV with speakers from Brazil and abroad and 300 participants
over two days, as well as the first consultation to civil society about the priorities of
the National Intelligence Policy, begun in 2003. In spite of this, until August 2004, the
GCAI had still not managed to get its bylaws approved by Congress and its sporadic
meetings and activities were overly determined by a logic of reaction o scandals and
accusations appearing in the press.®

Aswell as the CCAJ, four other cormissions would be important in the control of
intelligence activities: the Defense Commission of the Heuse of Representatives, the
Defense Commission: of the Senate, the Commission of Public Security Against Orga-
nized Crime of the House of Representatives, and the permanent subcommission of
Public Security of the Committee of Constitution, Justice and Citizenship at the Sen-
ate. With regard to inteliigence budgets, monitoring would be the responsibility of both
the internal controt office of the presidency of the Republic and the Union Accounts
Tribunal (TGU).®

THE IMPACT OF 9/11 IN BRAZIL.: INTERNAL.
SECURITY AND THE THREE SYSTEMS

The 911 terrorist attacks as well as the subsequent high-profile bombings in Madrid,
London, and Mumbai did not change substantially the ingtitutional arrangements of
the Brazilian intelligence and securify sector. As a matter of policy, terrorism has
certainly increased in importance as a priority for the Brazitian authorities, as indi-
cated in the first section of this text.

However, since the state’s perceived vulnerabilities are equally exploitable by ter-
rorists, military foreign threats, and organized criminals, one can notice a significant
institutional effort after 2001 in Brazif in ferms of building up two important intellj-
gence subsystems in Brazil: the Inteiligence and Public Security Subsystem (SISP)
and the Defense Intelligence System {SINDE).
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Figure 3. The Three Intelligence Systems in Brazil.

Although SESP was established in 2000 through executive decree 3,695, ot much
has come from its petential to integrate the flow of information in the areas of crimi-
nal {internal) security inteiligence, counterintelligence, and counterterrorism. This
subsystem is coordinated by the Public National Security Office (SENASP) of the Min-
istry of Justice. The main operational components of 8ISP are the Department of Fed-
eral Police (DPF) and the Department of Federal Highway Police (DPRF), in the Min-
istry of Justice, as well as specialized intelligence units from the ministries of Finance,
Regional Integration, Defense, and from the Institutional Security Cabinet of the presi-
dent of the Republic, as well as the civil and milifary police of the twenty-six staies and
the federal district (Brasilia). Although defined as a subsystern of SISBIN, in practice,
the number of organizations involved and the capillarity of police inteliigence net-
works tend to transform SISP into a system only partially integrated to SISBIN, in spite
of the participation of ABIN and other federal agencies in hoth advisory committees.

SINDE was formally established in June 2002, through an administrative mea-
sure of the Ministry of Defense (Regulation 286/MD). This system was created to
bring together intelligence components of the navy, army, air force, Defense General
Staff (EMD-2), and the Ministry of Defense. For this reason, the coordination of
SINDE belongs to the Strategic Intelligence Department of the Ministry of Defense
(DIE-SPEAI), which is also responsible for representing SINDE in SISBIN and before
the National Congress. All Brazitian military intelligence ketivities are formally subor-
dinated to the Ministry of Defense, buf the strategic and operational intelligence of
each branch of the armed forces are run and controlled by the respective force com-
manders with a high degree of autonomy.

In gpite of the functional ides implied by the choice of the word system, the de-
gree of hierarchical centralization or even of interdependence inside the SISBIN is
remarkably low. After all, the very idea of a “system” refers to a whole which is kept
together through the functional differentiation and interdependence of its parts. In
the case of the three Brazilian intelligence systems (see Figure 3), the predominant
focus of almost all the organizations involved i internal public order and related
threats. In this sense, the main impact of 9/11 was to reinforce the threat perception
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as mainly related with crime and asymmetric power and the institutional tendency
towards the organization of systems still only partially integrated.

INTERNATIONAL COOPERATION:
BEYOND THE TRI-BORDER

As indicated in the title of this section, Brazilian intelligence agencies are involved in
regular exchanges of information with the similar intelligence and security Organiza-
tions of Argentina and Paraguay concerned with criminal and possible terrorist activi-
ties in the tri-border region shared by these countries. The three countries plus the
United States set up a special forum to review the available data and te coordinate
efforts against money laundering, drug trafficking, smuggling activities, as well as ter-
rorist firancing and related activities,

Brazilian intelligence agencies, specially ABIN, the military ones, and the federal
police intelligence component, have a long-standing relationship with gorresponding
agencies in the United States, speciaily the Central Intelligence Agency (CIA), the
Defense Intelligence Agency (DIA), the Federal Bureau of Investigation (FBI), the
Drag Enforcement Agency (DEA), and the U.S. Secret Service.

Since 1992, Brazil has begun to develop the Amazon Region Surveillance System
(SIVAM), a large system of surveillance, reconnaissance, and air traffic control based
upon satellites, monitoring aircraft, and ground-based radars, as well as monitoring
centers with huge databases shared by various governmental departments. Partially
operational since 1995, the SIVAM system was completed in 2005. One important Bra-
zilian diploreatic move linked to the establishment of SIVAM was the negetiation of
information-sharing agreements with other South American countries, especially
those forming part of the Amazon Cooperation Treaty Organization (OTCA). Brazilian
intelligence agencies and their Scuth American counterparts meet once a year and
exchange critical information on a regular basis. The substance of these various ex-
ternal types of relationship are determined by the priorities to obtain and analyze in-
formatior for the whole system (SISBIN), which are established through the National
Intelligence Policy (PNI), as well as annual executive guidelines.

Since 2002 the list of themes mentioned from time £o time by government offi-
cials have included the monitoring of potentially violent social movements, land is-
sues, the protection of the indigenous population, biodiversity and the environment,
opportunities and obstacles to national development (mainly in areas of leading tech-
nologies and the use of natural resources), squatting of tracts of land {mainly in the
Amazon region), the proliferation of weapons of mass destruction, public security (in
partnership with SISP), the fight against transnational organized crime, drug traffick-
ing, the traffic of weapons and money laundering, the preventior of terrorism, move-
ments of members of infernational terrorist organizations, and monitoring and evalu-
ation of external conflicts (and possible reflections upon the country). Besides this
tist of themes, the ABIN home page on the Internet has also mentioned the implemen-
tation of the National Program for the Protection of Knowledge (PNPC) and the work
of the Research Center for Safe Communications (CEPESC/ABINY, both of which ave
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very important for the initiatives of information security, cryptography, and counter-
intelligence in Brazil

NATIONAL CULTURES OF INTELLIGENCE:
CONCLUDING THOUGHTS ON BRAZIL

In terms of democratic consolidation, the reforms of the infelligence system have
been highly suceessful. The system is composed of several different, and competing,
intelligence organizations; there is a robust legal framework within which it must
operate; there is an emerging structure of executive and some congressional over-
sight; and it is largely transparent. In terms of effectiveness, efficiency, and efficacy,
however, there is real concern.

In the relatively recent past there has been evidence less of abuses of power by
the intelligence agencies than of their inability to prediet such key events as a truck-
ers' strike or the strikes by police in many cities in the late 1890s. Furthermore, the
intelligence systems did not appear to be effective in relation fo the waves of violence
prometed by organized crime in Rio de Jansiro and S&o Paulo throughout 2006, The
reform of the intelligence systern was a key element, along with the creation of the
Ministry of Defense (MD), in Brazil’s democratic conselidation, The elimination of
the National Information Service (SNI} and other intelligence organizations of the
military dictatorship were extremely important elements in the consolidation process.
The creation of the SISBIN, and the legal framework within which it is situated, is
also very important for consolidation. The oversighf mechanism is currently in the
very slow process of construction.

The main chalienges in intelligence currenily, as with the MD, are to complete
the institutionalization of the system and to interest and educate sufficient civilians
whe will be able to assume control in both intelligence and national security and de-
fense. Currently there are only a handful of members of Congress who are interested
and engaged. The same applies to potential staff for the executive, including ABIN
and the ministries of Justice and Defense. The same also applies to civii society to
include the medig, think tanks, and NGOs.

There is 2 lack of willingness and a cultural resistance of political elites in the
executive, National Congress, and the judiciary to deal with the problem of effi-
glency in the services and other specialized units whose missions and legal mandates
are defined too generically. This general concern is more evident when we consider
the more specific issues of budgetary constraints, professionalization, and product
guality.

The problem of estimating government intelligence spending in Brazil is more
analytical than the result of government secrecy. In 2003, the secret or reserved ex-
penses of various kinds (including security and intelligence) were around US$3.5
million, compared to a total federal spending of US$291 billion (or, just .12 percent).
However, whether the result of a conscious decision or because of difficulties inherent
in the logic of the Brazilian budget process, even functionai or organizational ex-
penses not classified as reserved are difficult to ascertain in the Brazilian case.®
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Therefore, with the exception of very general and provisional estimates, there is
ne systematic survey of government expenditure on SISBIN, SINDE, and SISP. Be-
sides the lack of an adequate conceptual basis which can be internationally compa-
rable, any accurate estimate must take into account also the capacity of the agencies
making up the SISP in the twenty-six Brazilian states and in the federal capital,

Since we cannot perform this task here, we estimated the Brazilian spending on
intelligence by adding the budget of ABIN to the values which appear in the subfunc-
tion “intelligence and information” in all the units of the Ministry of Defense and the
Ministry of Justice. In the case of ABIN, the budget for 2003 was about US$40 million,
of which 78 percent was committed to salaries and pensions, 21 percent for opers-
tional costs and investments (or about US$8.5 million) and 6 percent for other types
of expenses. In the Ministry of Defense, the allocation of resources for activities re-
lated to intelligence (and “information”) was about US$5.1 miltion in 2004, In the
Ministry of Justice, “information and intelligence” expenses were estimated at US$18.5
million for the same year®

The total budget of ABIN, plus the estimates on SINDE and the Ministry of Jus-
tice come to US$63.6 million for 2004, which is very modest even for South American
patterns. Besides the apparently low amount of resources, about 73 percent of the
expenses estimated here are for the paymeent of salaries and pensions. The fact that
so much of the budgets of defense, public security, and intelligence are committed to
personnel and debts makes the chalienge of professionalization even harder,

The law which finally defined the Special Career Plan for ABIN was a positive
§tep toward greater professionalization of the Brazilian intelligence system, By creat-
- ing a career of higher education information analyst, with the requirements of entry,
training, progression, and retirement, the new legislation provides a long-term sense
to the planning of resources and capacity. Even if the structure of incentives and
sanctions still demands significant improvements to avoid corporate distortions, over-
all, it indicates the consolidation of publicly defendable and merit criteria for the
profession. This appears decisive, given that ABIN has received a growing number of
applicants to the competition of tests and titles (9,064 applicants for 120 places in
1999 and 10,546 for 61 places in 2000), but has had greater difficulty in retaining
young analysts. Also, the professionalization of intelligence activities in Brazi} still
has a long way to go in the armed forces and the police.?

In sum, the Brazilian political regime is 2 consolidated democracy in procedural
“terms, with important structural and attitude deficits, which are reflected in unequal
measures of freedom and equality. In the Latin American context, Brazil is a country
with & strong state, both from the point of view of tax reverues as well as in national
defense, when compared to the ten most industrialized and powerful countries, How-
ever, the Brazilian state is fragile because of the vulnerability of its sconomy to out-
S‘iée effects, by the high public debt and high fixed personnel expenses. These factors
Himit government investment margins, whether providing security or well-being.®

Brazitian structural reforms in intelligence have been mostly successful from the
point of view of adapting to the confext of a consolidated democratic regime. Even
further, as Bruneau points out, they are an important part of democratic consolida-
tion itself.** Denouncements and scandals of the violation of democratic rules appear
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throughout the process. However, in the last few years the issue of the efficiency of the
services has become stronger, alongside the ongoing issues of legitimacy.®

In the ease of Brazil, with the important exception of the complex architecture
of collecting intelligence from signals and images associated with the Amazon Sur-
veillance System, the declared and observed priority has been placed on the functions
of analysis and counterinteiligence, internal security, and criminal intelligence. This
choice is the result of demands by the users themselves (ministers, the president,
military commanders, and managers of public security) and seems to have been rein-
forced in the Lula governments. But it also reflects the extremely consensual and co-
operative institutional arrangement of SISBIN, where each traditional bureaucracy
(diplomatic, military, police} has so far reaffirmed its jurisdiction over missions and
resources ard kept the process of institutionalization under control.
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